A. Código fuente

In this section we include the MatLab source code used in our thesis to develope a modified version of Petitcolas’ Cox algorithm.

I. Implementación de la técnica de Cox (basada en los fuentes de Fabien Petitcolas) 

F. Petitcolas original files modified by us.

The sentences in red are the original sentences that’s been modified and commented. The sentences in blue are new ones created by us or a modified version of the originals.

Coxwmk.m

function [J, W] = CoxWmk(I, alpha, N, W)

%COXWMK Insert a random watermark.

%   [J, W] = COXWMK(I) watermarks the grayscale picture I using

%   Cox's scheme [2] with default parameters. J is the watermarked

%   picture and W is the watermark.

%   The watermark W is drawn from a Normal random process N(0,1)

%   if it is not given by the user as last parameter.

% 

%   [J, W] = COXWMK(I, Alpha, N) watermarks the grayscale picture I

%   using modifying the Nth largest DCT coefficients v_i in the

%   following way: v_i := v_i * (1 + Alpha * w_i) where w_i

%   are the components of the watermark.

%

%   See: COXDETECT

%   This is a modified version of Fabien Petitcolas’ implementation

%   of Cox’s technique by Gabriela Delfino and Fabian Martinez

%

%   Fabien Petitcolas’ website: http://www.cl.cam.ac.uk/~fapp2

if (nargin == 1)

   N = 1000;

%  alpha = 0.1;

   alpha = 0.01;

   % We modify the value of alpha to achieve better visual quality

   W = randn(1,N);

end

if (nargin == 2)

   N = 1000;

   W = randn(1,N);

end

if (nargin == 3)

   W = randn(1,N);

end

sI = size(I);

if ((sI(1) * sI(2)) < N)

   error('Image too small or too many coefficients.');

end

% CoxWmk also works with color images

% In that case we watermark the Y component of the

& imagen in YIQ representation.

copiaI=I; 

% If the imagen is a color image we just watermark the Y plane

if (isrgb(I))

   IenYIQ=RGBtoYIQ(I);

   I=IenYIQ(:,:,1);

end

% Compute the DCT of the image

DCTI = dct2(I);

% Find the N largest coefficients in the DCT matrix

% Better if the extraction of the N largest was done

% at the same time than the computation of the DCT...

Index = FindNLargest(abs(DCTI), N);

% Modify these coefficients

for i = 1:N

   DCTI(Index(1,i),Index(2,i)) = DCTI(Index(1,i),Index(2,i)) * (1 + alpha * W(i));

end

% Simply take the inverse DCT of the modifyied matrix

% J = idct2(DCTI);

IconMarca = idct2(DCTI);

% We save the inverse DCT results in an auxiliar matrix

% If the image was a color image we convert it to RGB again

if (isrgb(copiaI))

   JenYIQ=IenYIQ;

   JenYIQ(:,:,1)=IconMarca;

   J=YIQtoRGB(JenYIQ);

else

   J=IconMarca;

end

% We change the values above 255 to 255 in order to avoid posible 

% distortions caused by the double representation of MatLab

J=abs(J);

J=cambiarValores(J,255,255);

J=uint8(J);

FindNLargest.m
function INDEX = FindNLargest(X, N)

%FINDNLARGEST Find largest values in a matrix or a vector

%   INDEX = FINDNLARGEST(X, N) find the N largest values of X

%   and returns their indices in X.

%   This is a modified version of Fabien Petitcolas’ implementation

%   of Cox’s technique by Gabriela Delfino and Fabian Martinez

%

%   Fabien Petitcolas’ website: http://www.cl.cam.ac.uk/~fapp2

% Put all the elements of the matrix in a vector

n=size(X);

% We first fix the size of the matrix to make 

% the process faster

tmp=zeros(1,n(1)*n(2));
for i=1:n(1)

   for j=1:n(2)

      tmp(j+(i-1)*n(2)) = X(i,j);

   end

end

% The DC coefficient must not be considered into the N largest because % it must not be changed, so we set its value to 0.

tmp(1,1)=0;

% Sort the element of the vector

[tmp, index] = sort(tmp);

l = length(index);

% Take the N largest

for k=1:N

   j = mod(index(l+1-k),n(2));

   if j==0

      j = n(2);

   end

   i = floor((index(l+1-k) - 1) / n(2)) + 1;

   INDEX(1,k) = i;

   INDEX(2,k) = j;

end

CoxDetect.m

function sim = CoxDetect(I, J, W, alpha, N)

%COXDETECT Detect wheter a watermark is present in J.

%   sim = COXDETECT(I, J, W, alpha, N) simply extracts the

%   watermark from J and check whether it is similar to the

%   original one (W). I is the original image.

%   alpha and N are optional parameters used during the

%   embedding of the watermark (see COXWMK)

%

%   See: COXWMK, COXTEST, COXEXTRACT, SIM

%   This is a modified version of Fabien Petitcolas’ implementation

%   of Cox’s technique by Gabriela Delfino and Fabian Martinez

%

%   Fabien Petitcolas’ website: http://www.cl.cam.ac.uk/~fapp2

if (nargin == 3)

   N = 1000;

%  alpha = 0.1;

   alpha = 0.01;

end

if (nargin == 4)

   N = 1000;

end

if (~isrgb(I))

   % First extract the watermark from suspect image

   X = CoxExtract(I, J, alpha, N);

   % Compare with original watermark

   sim = Similar(W, X);

else

%   % Simple implementation: apply the same algorithm

%   % to each color

%   

%   for l = 1:3

%     % First extract the watermark from suspect image

%     X = CoxExtract(I(:, :, l), J(:, :, l), alpha, N);

%     % Compare with original watermark  

%
sim(l) = similar(W, X);

%   end

   % The process extraction and sim of the watermark was completely 

   % changed.

   % The watermark if present will be found in the Y plane of the 

   % image.

   originalYIQ=RGBtoYIQ(I);

   originalY=originalYIQ(:,:,1);

   marcadaYIQ=RGBtoYIQ(J);

   marcadaY=marcadaYIQ(:,:,1);

   % We first extract the watermark from J

   X = CoxExtract(originalY, marcadaY, alpha, N);

   % We compare the original with the extracted watermark

   sim = similar(W, X);

end

CoxExtract.m
function X = CoxExtract(I, J, alpha, N)

%COXEXTRACT Extract a watermark from an image

%   Given an original image I and a watermarked version J

%   (probably modified), COXEXTRACT extracts a watermark

%   from J using some knowledge about I.

%

%   See: COXWMK, COXDETECT, COXTEST, SIM

%   This is a modified version of Fabien Petitcolas’ implementation

%   of Cox’s technique by Gabriela Delfino and Fabian Martinez

%

%   Fabien Petitcolas’ website: http://www.cl.cam.ac.uk/~fapp2

if (nargin == 2)

   N = 1000;

%  alpha = 0.1;

   alpha = 0.1;

end

if (nargin == 3)

   N = 1000;

end

if (isrgb(I))

   error('Use grayscale image only');

end

sI = size(I);

if ((sI(1) * sI(2)) < N)

   error('Image too small or too many coefficients');

end

sJ = size(J);

if ((sI(1) ~= sJ(1)) | (sI(2) ~= sJ(2)))

   error('The images have different size.');

end

% Compute the DCT of the images

DCTI = dct2T(I);

DCTJ = dct2T(J);

% Find the N largest coefficients in the DCT matrix

Index = FindNLargest(abs(DCTI), N);

% Extract the watermark

for i = 1:N

   X(i) = (DCTJ(Index(1, i), Index(2, i)) / DCTI(Index(1, i), Index(2, i)) - 1) / alpha;

end

Similar.m
function s = similar(X, Y)

%SIM Evaluates the similarity of two vectors

%   This is the function presented in [2] to check watermarks

%   in a picture. Typically, X and Y are drawn from a random

%   process N(0,1).

%   sim(X, Y) = X.Y / |X|

%

%   See: COXWMK, COXDETECT, COXTEST, COXEXTRACT

%   Fabien A.P. Petitcolas 27-11-97

%   Copyright (c) 1997 by the University of Cambridge

%   $Revision: 0.1$

%   References:

%        1) Ross J. Anderson, editor. Information hiding: first

%           international workshop, volume 1174 of Lecture notes

%           in computer science. University of Cambridge, Isaac

%           Newton Institute, Springer Verlag, Berlin, Germany,

%           May 1996.

%        2) Ingemar J. Cox, Joe Kilian, Tom Leighton, and Talal

%           Shamoon. A secure, robust watermark for multimedia.

%           In Anderson [1], pages 183-206

% Simply take the inverse DCT of the modified matrix

[r,c] = size(X);

if (c ~= 1 & r ~= 1)

   error('X should be a vector.')

end

if (c>1)&(r==1)

   X = X(:);

end

[r,c] = size(Y);

if (c ~= 1 & r ~= 1)

   error('Y should be a vector.')

end

if (c>1)&(r==1)

   Y = Y(:);

end

s = X' * Y / sqrt(Y' * Y);

Other files created by us
marcar.m

% marcar calls CoxWmk function to insert a watermark (saved

% as marcaW.mat) 

% marcaW is an enviroment variable where W is defined

load marcaW

n=size(W,2);

alpha = 0.01;

t = cputime;

% Name of the image to be watermarked

nomI='chasque1.jpg'

% Name of the watermarked image

nomImarcada='imach1cox2.bmp';

% Read the original image

[I,MAP]=imread(nomI);

% Watermark the image

J=coxwmk(I,alpha,n,W);

% Save the image

if (isrgb(I))

    imwrite(J,nomImarcada);

else

    imwrite(J,MAP,nomImarcada);

end

% Process time

TiempoFinalSegundos = (cputime - t)

detectar.m

% detectar loads the watermark, the original image and a suposed

% watermarked image.

% detectar calls the function testear to detect the presence of 

% the watermark

nomI='chasque1.jpg'

nomImarcada='imach1cox2.bmp';

% load W

load marcaW  

% read the original image

[I,MAPI]=imread(nomI);
% read a suposed watermarked image

[J,MAPJ]=imread(nomImarcada);


[ResSIM ResSNR]=testear(W,I,J);

testear.m

function [sim,Rsnr]=testear(W,original,marcada);

% testear(W, original, marcada) returns in sim the value of similarity

% between W and the extracted watermark (the original image is needed % to perform this process)

% Returns the SNR value between the original and watermarked image in 

% Rsnr
ti = cputime;

% Similarity between original and watermarked

sim=coxdetect(original, marcada, W, .01, 1000);

% Process time

TiempoFinalSegundos = (cputime - ti)

% We compare the sim between W and other random vectors

response = comparesim(W,sim);

% We plot the results

plot(response);

UIWAIT

% Signal Noise Ratio 

Rsnr = SNR(original, marcada);

compareSim.m

function response = CompareSim(W, ResTest, M)

% response = COMPARESIM(W, Wtest, M) compares the sim between W and

% M-1 random vector of the same size. 

% The value of ResTest is located in the M/2 place.

% This function must show a peak if W was present in the image

if (nargin<2)

   error('Se necesitan más parámetros')

end

if (nargin == 2)

   M = 500;

end

[s1 N]=size(W);

for i = 1:M

   if (i == floor(M / 2))

      aux=ResTest;     

   else

      X = randn(1,N);

      aux=similar(W, X);

   end

   response(i) = aux;

end

RGBtoYIQ.m

function Y=RGBtoYIQ(I)

% RGBtoYIQ to YIQ representation

if (~isrgb(I))

   error ('La imagen I no es una imagen color en RGB')

end

matConv= [0.299  0.587  0.114

    
    0.596 -0.275 -0.321


    0.212 -0.523  0.311];

RGBtoY=matConv(1,:);

RGBtoI=matConv(2,:);

RGBtoQ=matConv(3,:);

RenI=double(I(:,:,1));

GenI=double(I(:,:,2));

BenI=double(I(:,:,3));

Y=zeros(size(I));

Y(:,:,1)=RGBtoY(1)*RenI + RGBtoY(2)*GenI + RGBtoY(3)*BenI;

Y(:,:,2)=RGBtoI(1)*RenI + RGBtoI(2)*GenI + RGBtoI(3)*BenI;

Y(:,:,3)=RGBtoQ(1)*RenI + RGBtoQ(2)*GenI + RGBtoQ(3)*BenI;

YIQtoRGB.m
function I=YIQtoRGB(Y)

% YIQtoRGB to RGB representation

invmatConv = [1.0   0.9557   0.6199

     

  1.0  -0.2716  -0.6469

     

  1.0  -1.1082   1.7051];

YIQtoR=invmatConv(1,:);

YIQtoG=invmatConv(2,:);

YIQtoB=invmatConv(3,:);

YenIm=double(Y(:,:,1));

IenIm=double(Y(:,:,2));

QenIm=double(Y(:,:,3));

I=zeros(size(Y));

I(:,:,1)= YIQtoR(1)*YenIm + YIQtoR(2)*IenIm + YIQtoR(3)*QenIm;

I(:,:,2)= YIQtoG(1)*YenIm + YIQtoG(2)*IenIm + YIQtoG(3)*QenIm;

I(:,:,3)= YIQtoB(1)*YenIm + YIQtoB(2)*IenIm + YIQtoB(3)*QenIm;

cambiarValores.m

function J=cambiarValores(I,x,y);

% cambiarValores substitutes values in I above x with y.

if isrgb(I)

   [m n c]=size(I);

   J=I;

   for i=1:m

      for j=1:n


   for k=1:c

if I(i,j,k)>x


         J(i,j,k)=y;


   
end


   end

      end

   end



else

   [m n] = size(I);

   J=I;

   for i=1:m

      for j=1:n


   if I(i,j)>x


      J(i,j)=y;


   end


end

   end

end

II. Funciones para calcular la distorsión de una imagen

SNR.m

function S=SNR(I,J)

% SNR(I,J) returns the signal to noise ratio between I and J (dB).

% I is the original image and J is a modified version of I. 

% The SNR value is useful to calculate the distortions on an image.

if (size(I)~=size(J))

   error('Las imagenes deben tener el mismo tamaño')

end

if (isrgb(I))

    aux=RGBtoYIQ(I);

    A=double(aux(:,:,1));

    size(A);

    aux=RGBtoYIQ(J);

    B=double(aux(:,:,1));


else

   A=double(I);

   B=double(J);

end

[m n] = size(A);

sumaI=0;

sumaDif=0;

for u=1:m

     for v=1:n

         sumaI = sumaI + A(u,v)^2;

         sumaDif = sumaDif + (A(u,v)-B(u,v))^2;

     end

end

if (sumaDif==0) 

    sumaDif=1;

end

S=sumaI/sumaDif;

S=10*log10(S);

PSNR.m

function S=PSNR(I,J)

% PSNR(I,J) returns the peak signal to noise ratio) between I and J %(dB)

% I is the original image and J is a modified version of I. 

% The PSNR value is useful to calculate the distortions on an image.

if (size(I)~=size(J))

   error('Las imagenes deben tener el mismo tamaño')

end

if (~isrgb(I) & ~isrgb(J))

   [m n] = size(I);

   A=double(I);

   B=double(J);

   sumaDif=0;

   maxI=m*n*max(max(A.^2));

   for u=1:m

      for v=1:n

         sumaDif = sumaDif + (A(u,v)-B(u,v))^2;

      end

   end

   if (sumaDif==0) 

      sumaDif=1;

   end

   S=maxI/sumaDif;

   S=10*log10(S);


else 

   error('Las imagenes no pueden ser en color')

end

AAD.m

function D=AAD(I,J)

% AAD(I,J) returns the average absolute difference between the pixels % of I and J.

% The AAD value is useful to quantitize the distortions on an image.

if (size(I)~=size(J))

   error('Las imagenes deben tener el mismo tamaño')

end

if (~isrgb(I) & ~isrgb(J))

   [m n] = size(I);

   A=double(I);

   B=double(J);

   sumaDif=0;

   for u=1:m

      for v=1:n

         sumaDif = sumaDif + abs(A(u,v)-B(u,v));

      end

   end

   D=sumaDif/(m*n);   

else 

   error('Las imagenes no pueden ser en color')

end

CQ.m

function S=CQ(I,J)

% CQ(I,J) retruns the correlation quality between the images I and J.

% The CQ value is useful to quantitize the distortions on an image.

if (size(I)~=size(J))

   error('Las imagenes deben tener el mismo tamaño')

end

if (~isrgb(I) & ~isrgb(J))

   [m n] = size(I);

   A=double(I);

   B=double(J);

   sumaI=0;

   sumaProd=0;

   for u=1:m

      for v=1:n

         sumaProd = sumaProd + A(u,v)*B(u,v);

         sumaI=sumaI+A(u,v);

      end

   end

   if (sumaI==0) 

      sumaI=0.0000000001;

   end

   S=sumaProd/sumaI;

else 

   error('Las imagenes no pueden ser en color')

end

ImFid.m

function F=ImFid(I,J)

% ImFid(I,J) returns the image fidelity between I and J.

% The ImFid value is useful to quantitize the distortions on an image.

if (size(I)~=size(J))

   error('Las imagenes deben tener el mismo tamaño')

end

if (~isrgb(I) & ~isrgb(J))

   [m n] = size(I);

   A=double(I);

   B=double(J);

   sumaI=0;

   sumaDif=0;

   for u=1:m

      for v=1:n

         sumaI = sumaI + A(u,v)^2;

         sumaDif = sumaDif + (A(u,v)-B(u,v))^2;

      end

   end

   F=1-(sumaDif/sumaI);  

else 

   error('Las imagenes no pueden ser en color')

end

SC.m

function S=SC(I,J)

% SC(I,J) returns the relation between the structural contents of I 

% and J.

% The SC value is useful to quantitize the distortions on an image.

if (size(I)~=size(J))

   error('Las imagenes deben tener el mismo tamaño')

end

if (~isrgb(I) & ~isrgb(J))

   [m n] = size(I);

   A=double(I);

   B=double(J);

   sumaICuad=0;

   sumaJCuad=0;

   for u=1:m

      for v=1:n

         sumaJCuad = sumaJCuad + B(u,v)*B(u,v);

         sumaICuad=sumaICuad + A(u,v)*A(u,v);

      end

   end

   if (sumaJCuad==0) 

      sumaJCuad=1;

   end

   S=sumaICuad/sumaJCuad;

else 

   error('Las imagenes no pueden ser en color')

end

III. Funciones para testear la robustez de las marcas de agua

Funciones usadas para intentar remover una marca de agua de una imagen 

SacarFilasCols.m

function nuevaI = sacarFilasCols(I,m,n);

% sacarFilasCols(I,m,n) saca m filas y n columnas de la

% imagen I seleccionadas aleatoriamente, sustituyéndolas

% por la fila/columna adyacente a la modificada.

if (nargin<3)

   error('Se necesitan más parámetros')

end

if (~isrgb(I)) 

   error('I debe ser una imagen en colores')

end   

nuevaI=I;

[cantFilas, cantCols, dimColores]=size(I);

for j=1:m

   fila=round(rand*(cantFilas-1));

   for d=1:dimColores 

      nuevaI(fila,:,d)=I(fila+1,:,d);

   end

end

for j=1:n

   col=round(rand*(cantCols-1));

   for d=1:dimColores

      nuevaI(:,col,d)=I(:,col+1,d);

   end

end

sustituir.m

function J=sustituir(I,M,cmin,fmin,cmax,fmax)

% J=sustituir(I,M,fmin,cmin,fmax,cmax) guarda en J el resultado de

% sustituir en I el rectangulo de vertice superior izquierdo (fmin,cmin)

% y vertice inferior derecho (fmax,cmax) con el mismo rectángulo de M.

% Esta función es usada para el ataque de cropping donde I es la original

% y M es la imagen marcada

J=I;

for u=fmin:fmax

   for v=cmin:cmax

      J(u,v,:)=M(u,v,:);

   end

end

Funciones utilizadas para realizar ataques de colusión con imágenes marcadas 

mitadymitadVert.m

function I=mitadymitadVert(K,J)

% mitadymitadVert devuelve la imagen resultante de juntar

% la mitad izquierda de K con la mitad derecha de J.

if size(K)~=size(J) 

   error('las imagenes deben tener el mismo tamaño');

end

[n m c]=size(K);

I=K;

for j=round(m/2):m

     I(:,j,:) = J(:,j,:);

end

mitadymitadHor.m

function I=mitadymitadHor(K,J)

% mitadymitadHor devuelve la imagen resultante de juntar

% la mitad superior de K con la mitad inferior de J.

if size(K)~=size(J) 

   error('las imagenes deben tener el mismo tamaño');

end

[n m c]=size(K);

I=K;

for i=round(n/2):n

     I(i,:,:) = J(i,:,:);

end

promedio.m

function I=Promedio(K,J);

% Promedio devuelve la imagen resultante de promediar los valores

% de cada pixel de K y J.

if size(K)~=size(J) 

   error('las imagenes deben tener el mismo tamaño');

end

[n m c]=size(K);

I=uint8(plus(double(J),double(K))/2);

